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A Delicate Balance: The Promise of AI-driven Personalized Privacy Interventions
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Consent and control are central to usable privacy research, yet one-size-fits-all mechanisms have failed to resolve the privacy paradox in
everyday technology use. Recent advances in AI enable highly personalized privacy nudges that may better align users’ stated privacy
attitudes with their actual behavior. At the same time, personalization introduces critical challenges, including blurred boundaries
between supportive guidance and manipulative design, as well as the risk that privacy interventions themselves become privacy threats
by design. We argue that contemporary AI systems allow for more complex forms of personalization by learning higher-level user
patterns without explicit intermediate classifications, creating tensions between technical potential and methodological rigor in HCI
research. We further discuss the use of large language models for adaptive privacy communication and the detection of manipulative
design practices. We conclude that meaningful design and evaluation of AI-based privacy interventions require interdisciplinary
dialogue across HCI, social sciences, ethics, and law.
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1 Introduction

Consent and control are central mechanisms in privacy research and practice. Yet in everyday contexts, users often
struggle to understand privacy policies and adopt privacy-protective behaviors, despite extensive research on the
potential and limitations of these mechanisms [5]. The growing adoption of AI tools further complicates this landscape:
while AI systems can threaten user privacy and control, they also enable new forms of consent and control, such as
personalized nudges and interventions—though these may verge on manipulation.

Research on personalized privacy interventions exposes several gaps. Warberg et al. [7] found no significant effects
of personality-based nudges tailored to Big Five traits, despite large-scale experiments. This contrasts with earlier
findings suggesting associations between personality and privacy behavior; for example, Halevi et al. [3] report that
individuals high in openness share more personal information and use less conservative Facebook privacy settings.

More promising approaches move beyond stable personality traits. Jackson and Wang [4] demonstrate that behavior-
and attitude-based personalization, highlighting discrepancies between users’ stated privacy attitudes and actual
behavior, can yield more effective privacy interventions in mobile contexts. Similarly, Egelman and Peer [2] show that

Authors’ Contact Information: Katharina Barlage, LMU Munich, Munich, Germany, katharina.barlage@ifi.lmu.de; Florian Alt, LMU Munich, Munich,
Germany.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not
made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components
of this work owned by others than the author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on
servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org.
© 2026 Copyright held by the owner/author(s). Publication rights licensed to ACM.
Manuscript submitted to ACM

Manuscript submitted to ACM 1

https://doi.org/10.1145/nnnnnnn.nnnnnnn


53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

2 Barlage and Alt

tailored privacy mitigations grounded in cognitive and decision-making characteristics may outperform personality-
based approaches. Supporting this shift, Amon et al. [1] find that users with Dark Triad traits exhibit heightened
awareness of interdependent privacy while simultaneously engaging in increased sharing of others’ photos.

2 Problem statement and core position

Traditional consent and control mechanisms, when applied in a one-size-fits-all manner, reach their limits in terms of
user acceptance and adoption in everyday contexts[4]. As privacy researchers, we must navigate the tension between
users’ stated privacy attitudes and their often contradictory privacy-related behaviors. Users frequently act in ways
that conflict with their expressed preferences, complicating the design of effective privacy interventions.

Advances in AI technologies enable new forms of nudging and manipulation, such as personalized privacy inter-
ventions that take personal privacy attitudes and prior knowledge into account. This enables, for example, privacy
policies to be communicated in a way that reflects users’ preferences and knowledge levels. However, the use of AI in
this context introduces two key challenges. First, there is a fine, if not nonexistent, line between supportive guidance
and manipulative design; in practice, all interventions, including those intended to be “supportive,” exert some degree
of influence. Second, the research community must ensure that AI-driven personalized interventions do not themselves
become privacy threats by design, thereby undermining the very goals they aim to support. This can be achieved
through techniques such as federated learning, differential privacy, on-device personalization, parameter-efficient
fine-tuning (PEFT), contextual personalization using retrieval-augmented generation (RAG), and secure aggregation
and encryption techniques, including secure multiparty computation (SMPC) and homomorphic encryption.

AI systems introduce new forms of personalized nudging that can account for more complex personalization factors
than non-AI-based approaches (e.g., [1–4, 7]), enabling highly individualized interventions. These interventions could
combine multiple personalization factors, such as personality traits, privacy attitudes, context, and prior behavior, to
generate meaningful summaries of privacy policies, whereas traditional approaches had only limited means to translate
personalization factors into user-facing communication. We argue that the primary distinction between supportive
guidance and manipulative design lies in the underlying intention. However, as computer science and HCI researchers,
it is not our role to determine where this normative boundary should be drawn. Instead, our responsibility lies in
designing and evaluating interaction modalities and interfaces, while the ethical, social, and political distinctions must
be negotiated collaboratively in multidisciplinary teams.

Our research focuses on personalized privacy interventions based on diverse personalization factors, designed for
different interface types and use cases. In particular, we see strong potential in using large language models (LLMs) to
adapt privacy policy explanations to users’ prior knowledge, contextual situations, behaviors, and privacy attitudes.
The resulting tools and models are intended to remain neutral in their technical design, without embedding an explicit
intention to manipulate or guide users. Formats such as the CHI ’26 Beyond Clicks Workshop are therefore essential for
situating our findings within a broader context and for critically reflecting on their implications for users and society.

Compared to traditional personalization approaches, which rely on intermediate classification steps (e.g., inferring
personality traits[1–3], privacy attitudes[4, 6], or behavioral profiles), contemporary AI systems show potential to
bypass such explicit categorizations and instead learn higher-level user patterns directly. While this may increase the
effectiveness of privacy interventions, it also poses a challenge for the HCI community: robust evaluation requires
controlled experimental settings to ensure meaningful and interpretable results. This creates a tension between rapidly
advancing technical capabilities and the methodological rigor expected in HCI research.
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A Delicate Balance: The Promise of AI-driven Personalized Privacy Interventions 3

Beyond personalization, we also see potential for AI, and LLMs in particular, in detecting manipulative design
practices. AI-enhanced tools could support the identification of dark patterns that actively undermine user consent and
control in digital systems, thereby contributing to more transparent and accountable interface design.

To date, conventional consent and control mechanisms have failed to resolve the privacy paradox in real-world
settings. We therefore argue for the exploration of AI-enhanced approaches that enable highly personalized nudges and
privacy communication. By increasing the accessibility of information and control mechanisms, users gain greater
agency and are better able to provide informed consent, which can lead to behavioral changes that better align with their
privacy attitudes. We identify an emerging research space at the intersection of HCI and computer science, where usable
consent and control mechanisms are designed alongside privacy-preserving system architectures and privacy-aware AI
to enable personalized privacy interventions for informed consent without introducing new privacy risks.

3 Contribution to the workshop

By combining HCI research on personalized privacy interventions with a background in applied cryptography, we can
contribute meaningful insights to the workshop from both HCI and technical perspectives. Our background does not
allow us to decide whether a nudge is friendly guidance or a manipulation; we need to start a dialogue with professionals
from other disciplines. We can provide insights into technical solutions for novel consent and control mechanisms and
have a good understanding of how humans interact with these, but we need valuable insights from social scientists,
ethicists, and policymakers to create human-centered, ethical consent and control mechanisms in the age of AI.

4 The Author

Katharina Barlage is a first-year PhD student at LMUMunich in Munich, Germany. Her research focuses on personalized
privacy and security interventions enhanced by large language models (LLMs). During her Master’s degree in computer
science at HU Berlin, Germany, she worked in a smart cities research group on privacy-preserving technologies, with a
focus on homomorphic encryption. Bridging user-centered privacy research and privacy-preserving system design, she
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