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We propose a reformulation of the consenting mechanism. Consent should be purpose-specific rather than data-specific; data collectors

must explicitly list potential benefits and harms of consenting to disclose data (akin to the human-subject research consent mechanism);

and consent must not be treated as a blanket license to use data as one pleases. Additionally, data must be deleted once the purpose is

fulfilled, and consent may expire after a certain duration or when the harm landscape changes.

Moving the focus from “what data can be collected” to “how data can be used” enhances consumer protection from privacy harms.

Explicit listing of benefits and harms increases transparency, aids informed decision-making, and allows built-in mechanisms to ensure

purpose-specific data use or to prevent specific harms. Finally, the current binary notion of consent, where consenting legitimizes

any and all use of the collected data, and encourages the data collectors to employ deceptive practices to obtain consent, should be

replaced by what Solove termed Murky consent. Under this notion, consent is a continuous negotiation process, and Data collectors

can be held accountable for the use of data in ways that harm the data subject beyond what was stated or beyond “reasonable harms,”

even when consent was acquired.

This consent framework requires more engagement from all stakeholders, and computational agents can be leveraged for automation.

Agents can (continuously) negotiate consent after a detailed examination of data use purposes and harm-benefit tradeoffs. When a

data subject’s agent “decides” to “consent,” it should be treated with caution as a limited permit to use data in “reasonable” ways. Data

subjects need to have the legal right to hold the collectors accountable when the “reasonable harm” threshold is crossed, even if the

agent “consented” (perhaps mistakenly). This setup resembles how corporations have been enjoying protections through disclaimers

when their (AI) tools fail.
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1 Problem statement

Current consent methods—both “opt in” or “opt out”—have proven to be largely ineffective in protecting people’s privacy

and agency [17]. It is neither voluntary nor informed: people often have no choice but to consent since otherwise they

cannot use a technology they need to participate in society [16], and they are not provided with details on the extent of

data collection, use, and possible consequences. Further, meaningfully engaging with consent documents and terms of

service is infeasible for most, if not all. We propose a new consent framework with the following properties:

Purpose-specific consent. Current consent mechanisms mainly focus on what data might be collected, with

purposes stated vaguely (e.g., marketing or improving services). We propose that consent should primarily

focus on the purposes, regardless of what data is being collected. This is because collected data can be used to

derive new data not included in the consent form or privacy policy. For example, behavioral data can be used to
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profile or even uniquely identify people, which is consistent with a statement like “we do not collect identifying

information” but harms data subjects as they are profiled or identified. To prevent such loopholes, either data

collectors must specify that the behavioral data will be used for profiling (explicit) or abandon that practice.

Note also that (inappropriate) use of data, rather than collection, most often causes harms; the same data can

yield different harms depending on how it is used and in what context [3, 18]. For example, physical or cognitive

disability status can be predicted from technology use patterns; this information in an education context can

help identify students with learning disabilities to offer support, while in an employment context can lead to

discrimination [5]. Purpose-specific consent will thus facilitate listing concrete benefits and harms in a given

context. It will further facilitate preventive measures to mitigate harms. For example, before disclosing to the

collecting party, data can be altered to allow certain types of use but not others. Concrete examples include

blurring images and videos that allow activity recognition (e.g., for fall detection from cameras at an elderly

care center) but hide identity and emotion [9, 11], and transforming behavioral data to allow legitimate use but

prevent private data predictions [10].

Explicit listings of potential benefits and harms. The benefits of data-sharing are often implicit (e.g., to enable

certain functionality), while the harms are entirely omitted. Following the consenting mechanism for human-

subject research, we propose that both should be listed explicitly to help users contextualize and make an

informed decision. Research has repeatedly shown that people lack knowledge about the extent of data collection

and use; they make decisions in a vacuum where privacy is an abstract concept. Explicit mention of harms has

been shown to improve decision-making; in a recent study (will appear at CHI 2026 [3]), we demonstrate how to

reliably measure people’s understanding of privacy with concrete and contextualized harm statements. Based

on this study, we propose that privacy be conceptualized as a shield against harms that might arise when user

data is used in a given context. This approach is superior to measuring other concepts like privacy concerns in

helping people grasp and contextualize the consequences of data disclosing [3, 4].

In summary, data subjects must be informed how data will be used and how that use might benefit or harm them. To

realize this consent framework, we would need a comprehensive taxonomy of privacy harms; we could start with the

many taxonomies that exist in the literature (e.g., [2, 3]) and privacy incident databases [14], and extend them.

Automated consent management. Careful manual evaluation of privacy risk is already infeasible; a detailed list of

data use and associated harms will certainly add to the burden. This is a great opportunity to use personalized privacy

agents. If data use is specified in a predefined template, the user agent can evaluate the potential benefits and harms

(either provided by the collector’s agent or self-computed). The agent may communicate with the data subject when a

manual evaluation is needed (e.g., in a high-risk situation, or when the use/harms are ambiguous). However determined,

the final consent decision must not legitimize any use of the data. Rather, consent is “murky” [17]: data must be used

with caution, in particular if the potential negative consequence could be unexpected or higher than what one might

reasonably expect. This is also important due to the inherent uncertainty in estimating harms. The user agent makes

a “best effort” decision. The user reserves the right to take actions against the data collector in such a case, even if

the agent “consented,” especially if the resulting harm was foreseeable. As Solove writes, legal guardrails must reflect

reasonable expectations of individuals and embody principles of good faith and fair dealing [17]. This ambiguous

consent is functionally equivalent to how corporations get away with disclaimers, such as the tools they develop may

make mistakes, and they should not be held liable for it. In his recent work, Solove laid the groundwork of how such a

consenting mechanism could be supported with a legal framework [17].
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To conclude, this position paper combines the harm-centric framing of privacy [3] with the concept of murky consent

to provide a consent framework that allows built-in, proactive privacy-enhancement and ensures greater accountability

from the data collectors.
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